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2 Uvoyn Mabnuartoc (1)

1. Introduction & Course Overview
How software is built & software defects
Introduction to Dataflow Analysis

2. Introduction to Software Testing
Testing practice
Coverage
Mutation testing
3. Random Testing
Property-based testing
Effective input generation
4. Fuzz Testing
Black/white/grey box fuzzing

Mutation fuzzing
Hybrid fuzzing
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2. Ovoyn MaOBnuatoc (2)

5. Concurrency Testing
Data race detection

6. Debugging
Debuggers
Debugging without debuggers Delta debugging
Simplifying failure inducing input
7. Runtime Monitoring
Detecting data races Eraser
Code sanitizers ASan, TSan

8. Static Analysis
- Basic principles
- Dataflow analysis
- Pointer analysis
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2 Uvoyn Mabnuaroc (3)

9. Static Bug Detection

- Bug Patterns FindBugs, Coverity
- Scalable analyses SLAM, Infer

10. Dynamic Symbolic Execution
11. Extended Static Checking
12. Model Checking
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French Guyana, June 4, 1996
$800 million software failure






Mars Climate Orbiter

- The 125 million dollar Mars Climate Orbiter is assumed
lost by officials at NASA. The failure responsible for
loss of the orbiter is attributed to a failure of NASA's
system engineer process. The process did not specify
the system of measurement to be used on the project.
As a result, one of the development teams used Imperial
measurement while the other used the metric system of
measurement. When parameters from one module were
passed to another during orbit navigation correct, no
conversion was performed, resulting in the loss of the
craft.
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$4 billion development effort
> 507 system integration & validation cost




400 horses
100 microprocessors
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Spread of buggy software raises new questions

NEW YORK (AP) --When his dishwasher acts up and won't stop beeping, Jeff Seigle turns it off and then on, just as he does when his
computer crashes, Same with the exercise machines at his gym and his CD player.

"Now I think of resetting appliances, not just computers," says Seigle, a software developer in
Vienna, Virginia.

Malfunctions caused by bizarre and frustrating glitches are becoming harder and harder to escape
now that software controls everything from stoves to cell phones, trains, cars and power plants.

--A poorly programmed ground-based altitude warning system was partly responsible for the 1997
Korean Air crash in Guam that killed 228 people.

--Faulty software in anti-lock brakes forced the recall of 39,000 trucks and tractors and 6,000 school
buses in 2000.

--The $165 million Mars Polar Lander probe was destroyed in its final descent to the planet in 1999,
probably because its software shut the engines off 100 feet above the surface.
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Economic Impact of Software Bugs

* NIST study
- On CNN.com - April 27, 2003
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Last year, a study commissioned by the National Institute of Standards and Technology found that
software errors cost the U.S. economy about $59.5 billion annually, or about 0.6 percent of the gross
domestic product. More than half the costs are borne by software users, the rest by developers and
vendors.

wiz | ¢ m][asx1rin

http://www.nist.gov/director/prog-ofc/report02-3.pdf
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Course QOverview

Model Checking Program Analysis
finite-state optimizing
hardware compilers
Software
Testing Validation heorem Proving
unit, infegration, expensive proofs
purify, etc of small programs
(automation)

Type Systems
small theorems
about big programs.
values (behaviors)
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Analysis vs. Validation

» Analysis
- figure out what properties a program satisfies

- Validation

- does a program satisfy a particular property or
“specification”
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Software Validation

Program Specification
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Validation Tool jé@
DVQ

ntikd Ocnoto Avamtuénc Aovioukov - Atdrheén 01 17



Software Validation
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Validation Tool jéﬁ
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Waterfall Model

Requirements
definition

Can have formal artifacts
and validation at multiple
stages during development

System and

software design

| mplementation
and unit testing

Integration and
system testing

Operation and
maintenance
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Software Validation

Program Specificaﬂoé}
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DVQ
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Specifications

- Safety
- something "bad" will never happen
- finds most bugs

- Liveness
- something "good"” will eventually happen
- (we don't know when)
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For Sequential Programs

- Safety

- the program will never produce a wrong result
* "partial correctness”

- Liveness

- the program will produce a result
- “fermination”
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Example Specifications

Basic specifications
- no null dereference
- no bounds errors
- no segmentation faults

Resource management
- no memory leaks

Concurrency
- no race conditions
- no deadlock
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Example Specifications

- Data invariants

- shape properties (L is an acyclic list)
- Security

- integrity, confidentiality

* APT Usage rules
- files
- UNIX sockets
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Software Validation

Program

)

Specification

Y 4

Validation Tool jéi
DVQ
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Undecidability

+ Does a program P satisfy a specification S ?

- everything interesting about infinite-state programs
is undecidable
- consequence of halting problem

- ho sound, complete, ferminating algorithm

Epsvovnticd Ocnoto Avamtuénc AovioukoL - Atdrheén 01 26



Avoiding Undecidability

* Finite state systems
- model checking
- automatic
- effective for small systems

 Miss errors (unsound)
- testing, bounded model checking
- test coverage problem

* False alarms (incomplete)
- program analysis, type systems
- only consider certain proofs
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Program Analysis Fundamentals
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Uses of Program Analysis

* Historically: Optimize (some aspect of) a
program’'s execution by the compiler

* More recently:
- Finding software bugs
- Detect security vulnerabilities
- Detect policy/privacy violations
- Detect errors in "smart contracts”
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Culture

+ Emphasis on low-complexity techniques
- Because of emphasis on usage in tools

- High-complexity techniques also studied, but
often don't survive

+ Emphasis on complete automation

- Driven by language features

- Particular languages and features give rise to
their own sub-disciplines
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